8 0f Smart Cards”

Vil ga "‘"‘lﬂ:}-- SR 2w

The Mobile Java Card"™ Grid Project

Serge Chaumette, Konstantinos Markantonakis,
Keith Mayes, and Damien Sauveron

damien.sauveron@xlim.fr
http://damien.sauveron.free.fr/



COPYRIGHT

- Java and all Java-based marks are trademarks or
registered trademarks of Sun microsystems, Inc. in
the United States and other countries. The authors
are Independent of Sun Microsystems, Inc.



AGENDA

Members of the project
The Mobile Java Card Grid

— Overview

— Framework
— Challenges

— Future applications

Conclusions & Perspectives
Thanks



MEMBERS

yVv Vv VvV VN
tRoyal Holloway?

University of London

vvvvv*
- Konstantinos Markantonakis

+ Keith Mayes

N

BORDEAUX 1
Sridencas Tachnaloges

ymem Smart Card Centre
=== Royal Holloway

+ Serge Chaumette

- Damien Sauveron




THE MOBILE JAVA CARD GRID

GOAL: explore new application domains, by
extending to a mobile context based on mobile

phones the possibilities offered by the original Java
Card Gnid

Untrusted Environment | Emr ironment

Mobile Grid of Java Cards = Trusted Envu'munen

GSM/3G NETWORK |



FRAMEWORK O VERVIEW
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Assume that Java 1s used everywhere: JVM, KVM, JCVM




CHALLENGES
- Applications deployment

» Pro-activity
- Communication

» Memory constraints




APPLICATIONS DEPLOYMENT

+ Problem with OTA deployment:

» Solved using the solutions developed by the RHUL
ISG-SCC:

— Uses high bandwidth channels (GSM, ...) and security
agents (MIDlet + ciphered card applet) for the
deployment

— GlobalPlatform compliant solution

1 Server

Will Sirret



PRO-ACTIVITY

- Enables the card to act as a client

— In the original Java Card Grid

Java Card Grid
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Client card

— Already built in (U)SIM cards



COMMUNICATION

- Between the mobile and the smart card
- JSR177
- Between the mobiles

— through Bluetooth: JSR-82
— through WiF1
- GSM/UMTS
- Between the smart cards (in client/server mode)

- STK (SIM ToolKit) API




MEMORY CONSTRAINTS

« 2 solutions:

— Waiting the next generation cards (1Gb)

— Using secure extended memory developed at LaBRI

E;1‘ﬂ'il”'lll
T Fy L0

Untrusted Environment - Trusted

j Applet 1
Environment ppie

Rt (LTTTTT]

__’f [m{-.gr.i.t}f %‘|A[J[]|E[ SSMU

- " |_verification
Computing \‘—‘

Process J _____""--74'._____ MasterKey Appl
+ TT—KeyApplRI
Data / K{'.:,'Prpp IR2
Encryption Ma ste rKey App2
Process e KeyApp2R1

Keys storage

A el _
Hard Disk Data

Decryption
Process

L
CipheredAppIRl [P
CipheredApp2Rl [ T[]

h
[] is a data block




FUTURE APPLICATIONS

» Credential sharing between a group of users

+ Distributed datamining

— In phonebook of the employees

- Set up a multilevel ad hoc network 1n a peer to peer
mode or emulate i1ts behaviour




CONCLUSIONS & PERSPECTIVES

» To gather all the developed solutions to build a
prototype

- To imagine a killer application

- Will be a joint project between:

— The ISG-SCC
— The LaBRI
— The XLIM
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