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Abstract. This position paper presents an overview of the Mobile Java Card Grid
project that consists in setting up a grid like mobile infrastructure based on SIM
cards. It combines the Java Card Grid infrastructure developed at the LaBRI, the
SIM experience and tools of the Royal Holloway University of London, and some
features of the MADNESS project developed at the XLIM.
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1 Introduction

The goal of the Mobile Java Card Grid project is to explore new application domains,
by extending to a mobile context based on mobile phones the possibilities offered by
the original Java Card Grid [1] developed at the LaBRI by the Distributed Systems and
Objects team. The mobile grid will be composed of (U)SIM cards embedded in a set
of mobile phones, what makes it possible to achieve this extension still providing the
same level of security as in the original platform which is composed of Java Cards,

In this paper we present the main characteristics of the platform, the challenges to
solve to achieve its implementation, and the prospective applications that it would make
possible to run.

* Java and all Java-based marks are trademarks or registered trademarks of Sun microsystems,
Inc. in the United States and other countries. The authors are independent of Sun microsys-
tems, Inc. All other marks are the property of their respective owners.

** The ISG Smart Card Centre was founded in October 2002 by Royal Holloway University of
London, Vodafone and Giesecke & Devrient to create a world-wide centre of excellence for
training and research in the field of smart cards, tokens, security and applications.
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Fig. 1. The Mobile Java Card Grid architecture.

2 Overview of the Mobile Java Card Grid Framework

In this section we describe the main challenges that have to be dealt with to achieve the
Mobile Java Card Grid project.

Application deployment. 1t is already possible today to securely deploy applications
Over The Air (OTA) in the (U)SIM cards of mobile terminals, so as to be able to offer a
dynamically extensible set of services. Nevertheless, it was shown in [2] that there are
practical channel bandwidth constraints in the already deployed GSM networks. Thus,
to securely deploy applications in this context, we will use the methods overcoming
these problems and presented in [2] or the more suitable protocols and strategies de-
veloped at the ISG-SCC as described in [3,4]. All these methods are compliant with
the GlobalPlatform [5,6] installation requirements and are thus applicable for already
fielded and unprepared devices and cards.

Communication. Communication will be supported by the GSM/3G network possi-
bilities (through the Sim ToolKit API — 3GPP TS 43.019 [7]). We will also use the
Bluetooth/WiFi connectivity of the smartphones (when available) if the destination of
a message can be reached this way. When that kind of communication is used, the Mo-
bile Java Card Grid shares some aspects with the MADNESS (Mobile AD hoc Network
with Embedded Secure System) project [8,9] developed at the XLIM.

Pro-activity. The (U)SIM cards are really well suited for this project because of their
pro-activity. This feature had to be developed specifically for the original Java Card
Grid since the Java Cards are passive [10].
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Fig. 2. The Mobile Java Card Grid software stack.

Memory limitation. Next generation cards will provide 1 Gigabyte of memory. Nev-
ertheless, in order to overcome the memory size restriction of the already fielded SIM
cards, we plan to use the solution developed at LaBRI [11,12] that provides smart cards
with a secondary storage (i.e. the memory of the device or a distant server) which in-
creases the memory capacity for the embedded applications.

3 Prospective Applications

A large number of applications can be designed that take advantage of this platform.
A straightforward example is a service that would look for a piece of information such
as the phone number of a given contact inside the (U)SIM cards of all the employees
of a company. Another example is a service that would enable to share the credentials
acquired by the members of a group. Furthermore, by locally using the platform in a
peer to peer manner, when applicable, it also makes it possible to set up a multilevel ad
hoc network, the robustness of which is a key feature to a number of security demanding
applications.

4 Conclusion

Even thought there is currently no running prototype, we have developed all the blocks
to built it in the near future. This will be a joint project between the Royal Holloway,
the LaBRI and the XLIM.
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